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CYBER SCAMS
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 CISA
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 Common Cyber Scams

 Avoiding Cyber Scams
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CISA
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 CISA consists of: 

Cybersecurity 
Division

National Risk 
Management 
Center

Emergency 
Communications 
Division

Infrastructure 
Security Division 
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CISA Mission and Vision
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 Cybersecurity and Infrastructure Security Agency (CISA) 
mission: 
• Lead the collaborative national effort to strengthen the security and resilience 

of America’s critical infrastructure

 CISA vision: 
• A Nation with secure, resilient, and reliable critical infrastructure upon which 

the American way of life can thrive
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CSA Program
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CSA Program
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Protecting Critical Infrastructure
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Targets of Opportunity
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E-mail Scams

 Bogus business opportunities

 Chain letters

 Work-at-home schemes 

 Health and diet scams 

 Easy money 

 “Free” goods 

 Investment opportunities
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Phishing
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 Phishing emails are crafted to look as if they’ve been sent by a 
legitimate organization.

 Purpose:
 Fool you into visiting malicious websites in order to download viruses
 Fool you into revealing personal information (SSN, Banking, Passwords)

 visible link: http://www.yourbank.com/accounts/
 actual link to bogus site: http://itcare.co.kr/data/yourbank/index.html

http://itcare.co.kr/data/yourbank/index.html
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Phishing
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 Common phishing tactics:
 Fake emails from online payment, auction, and ISP services
 Claim there is a problem with your account and request for you to access a 

bogus website to provide personal and account info.

 Fake Patriot Act violations
 Claim to be from the FDIC.  Requires info to “verify identity”

 Fake communications from the IT department
 Attempts to gain access to organization’s networks and computers

 Low-tech solutions of any of the above, asking for you to fax back information 
on a printed form you can download from a malicious website.
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Phishing Red Flags
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What to look for…
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 Email posing as virtual postcard

 Email masquerading as security bulletin from a software vendor 
requesting the recipient apply an attached “patch”

 Email with the subject line “funny” encouraging the recipient to 
view the attached “joke” 

 Email claiming to be from an antivirus vendor encouraging the 
recipient to install the attached “virus sweeper” free of charge 
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Avoid being a victim….
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 Filter Spam

 Regard Unsolicited Email with Suspicion (even from legitimate 
addresses)

 Treat Email Attachments with Caution!

 Install and Update Anti-virus Software

 Use Long Uncommon Pass Phrases and Multi-Factor 
Authentication
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For more information:
CyberAdvisor@cisa.gov

Questions?
Email: Jason.Burt@cisa.dhs.gov

Phone: (202) 578-9954

QUESTIONS??
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